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Introduction

This report serves the essential purpose of evaluating Zil Money's compliance with the
California Consumer Privacy Act (CCPA). The CCPA is a groundbreaking piece of
legislation designed to enhance privacy rights and consumer protection for residents of
California. Enacted in 2018, this law empowers consumers with greater control over
their personal information held by businesses, mandating transparency in data
collection practices and granting various rights.

Amonyg its key provisions, the CCPA allows consumers to:

 Know what personal data is collected and how it is used.
e Access their information upon request.

e Delete personal data held by a business.

e Opt-out of the sale of their data.

Zil Money recognizes the importance of the CCPA in safeguarding consumer privacy.
Through diligent adherence to these regulations, we aim to ensure that our customers
and partner banks are informed and confident in our data handling practices. Our
commitment extends beyond compliance; we strive to foster transparency and trust,
emphasizing the critical nature of ethical data management in the financial services
industry. This report will provide a detailed overview of Zil Money's practices, focusing
on our dedication to upholding the principles set forth by the CCPA.

Overview of the California Consumer Privacy Act
(CCPA)

The California Consumer Privacy Act (CCPA) is a comprehensive privacy law that
seeks to enhance consumer privacy rights for California residents. Below, we
summarize the key provisions, consumer rights, business obligations, and penalties for
non-compliance.

Key Provisions

The CCPA establishes several essential rights for consumers related to their personal
information:

e« Right to Know: Consumers have the right to be informed about the categories of
personal information collected and the purposes for which it is used.

e Right to Access: Consumers can request access to their personal data and
receive a copy of it free of charge.



e Right to Delete: Consumers may request the deletion of their personal
information from a business's records, with some exceptions.

e Right to Opt-Out: Consumers have the option to opt-out of the sale of their
personal information to third parties.

Business Obligations

To comply with the CCPA, businesses must:

e Provide clear and transparent privacy policies that detail data collection
practices.

» Establish procedures to respond to consumer requests regarding their personal
information.

e Train employees on CCPA requirements to ensure informed handling of
consumer data.

e Implement reasonable security measures to protect personal information from
breaches.

Penalties for Non-Compliance

Non-compliance with the CCPA can result in significant penalties, including:

e Civil Penalties: Businesses can face fines of up to $2,500 for each violation. For
intentional violations, this fine can increase to $7,500 per infraction.

e Private Right of Action: Consumers may pursue lawsuits in the case of data
breaches, with potential statutory damages ranging from $100 to $750 per
consumer.

What Constitutes Personal Information

Under the CCPA, "personal information” is defined broadly to encompass data that
identifies, relates to, or describes a consumer. This includes, but is not limited to:

e Names, identification numbers, or account details
e Biometric data

e Geolocation data

e Commercial information and browsing history

By understanding these key components of the CCPA, businesses like Zil Money can
ensure compliance and protect consumer privacy effectively.

Zil Money's Commitment to CCPA Compliance

At Zil Money, our approach to ensuring compliance with the California Consumer
Privacy Act (CCPA) centers on a robust framework that prioritizes data privacy,
employee training, and transparency in our interactions with consumers. Recognizing



the CCPA'’s significance, we have established a comprehensive suite of policies and
practices designed to uphold consumer rights and privacy.

Data Privacy Policies

Zil Money implements strict data privacy policies that outline the collection, usage, and
dissemination of personal information. These policies are regularly reviewed and
updated to reflect changes in regulations and best practices. Key elements include:

e« Transparency in Data Collection: Clear disclosures about the types of personal
information collected and their intended uses.

« Data Minimization: Limiting data collection to only what is necessary for
business purposes.

 Retention Policies: Established guidelines on how long personal data is
retained and the processes for its deletion upon request.

Employee Training and Awareness

We believe that informed employees are integral to maintaining compliance with the
CCPA. That's why we conduct regular training sessions that cover:

e CCPA Provisions: Ensuring employees understand consumer rights and the
company’s obligations under the law.

e« Handling Consumer Requests: Training staff on the procedures for responding
to consumer inquiries regarding personal data.

 Data Security Practices: Educating employees on safeguarding personal
information against unauthorized access or breaches.

Commitment to Consumer Rights and Transparency

Zil Money is dedicated to empowering consumers through clear communication
regarding their rights. Our commitment includes:

e Accessible Privacy Policy: Regularly updating and publishing our privacy
policy, ensuring it is easily accessible to customers and partners.

« Consumer Rights Education: Providing resources that explain how consumers
can exercise their CCPA rights, such as accessing or deleting their personal
information.

» Feedback Mechanism: Creating channels for consumers to provide feedback on
our privacy practices, promoting a culture of openness and responsiveness.

Through these initiatives, Zil Money aims to not only comply with the CCPA but also
instill trust in our customers and partners, embodying the principles of consumer privacy
in all our operations.



Consumer Rights under CCPA

The California Consumer Privacy Act (CCPA) empowers consumers by granting them
specific rights regarding their personal information. Zil Money is committed to upholding
these rights, ensuring our customers can navigate their options with ease. Below are
the primary rights granted under the CCPA and how Zil Money facilitates these
provisions.

Right to Know

Consumers have the right to understand what personal information is collected about
them, as well as its usage. Zil Money facilitates this right by:

e Transparent Data Practices: We provide detailed disclosures concerning the
types of personal information collected, the sources of that data, and the
purposes for which it is used. This information is easily accessible through our
comprehensive privacy policy.

Right to Delete

Under the CCPA, consumers can request the deletion of their personal data held by a
business. Zil Money supports this right through:

e« Simple Deletion Request Process: We have established straightforward
procedures for consumers to request the deletion of their personal information.
Requests can be submitted through a dedicated online form, ensuring swift
action and response.

Right to Opt-Out

Consumers have the ability to opt-out of the sale of their personal data to third parties.
Zil Money respects this right by:

e  Opt-Out Mechanism: We maintain clear options for customers to opt-out of data
sharing. Users can easily find and utilize these options in our privacy settings,
ensuring they retain control over their personal data.

Additional Support
To further empower our consumers, Zil Money provides:

e Educational Resources: We offer guidelines and FAQs on our website,
explaining how customers can exercise their CCPA rights effectively.

e Customer Support: Our dedicated support team is available to assist with any
guestions regarding consumer rights, ensuring clarity and compliance.

Through these measures, Zil Money not only meets the requirements of the CCPA but
also prioritizes consumer autonomy and transparency in all interactions.



Data Collection Practices

Zil Money adheres to stringent data collection practices in compliance with the
California Consumer Privacy Act (CCPA). We prioritize transparency and consumer
control over personal information. The following outlines the types of personal
information we collect, the means through which it is obtained, and the purposes
serving our operations.

Types of Personal Information Collected

Zil Money collects several categories of personal information, including but not limited
to:

Identifiable Information: Names, addresses, contact numbers, and email
addresses.

e Financial Data: Bank account details, transaction history, and payment
information.

e Device Information: IP addresses, browser types, and operating systems.

» Usage Data: Interaction data such as website browsing patterns and
preferences.

Methods of Data Collection

Our data collection occurs through various channels, including:

e User Registrations: Personal information is collected during user sign-ups for
accounts or services.

e Service Interactions: Data is gathered when users engage with our services,
such as making transactions or inquiries.

« Cookies and Tracking Technologies: We utilize cookies and other tracking
mechanisms to enhance user experience and gather data about site usage.

Purposes for Data Collection

The data collected serves multiple fundamental purposes, which include:

e Service Delivery: To provide, maintain, and improve financial services to our
users.

« Compliance with Legal Obligations: Ensuring adherence to regulations,
including the CCPA.

e Customer Support: To offer assistance and address queries related to our
services.

e« Marketing and Communication: Informing users about updates, promotions, or
relevant services that may interest them.



CCPA Compliance

In accordance with CCPA requirements, Zil Money ensures that:

o Consumers are informed about what information is collected and its usage.
e Explicit consents are obtained when necessary.

« Data management practices abide by the principles of data minimization and
security.

Our commitment to these practices aims to create a trustworthy environment where our
users can confidently manage their personal data.

Data Protection Measures

Zil Money employs a comprehensive suite of security measures to protect personal
information against unauthorized access and breaches, fully complying with the data
security requirements of the California Consumer Privacy Act (CCPA). Our approach
prioritizes the confidentiality, integrity, and availability of sensitive data through the
following protocols:

Security Framework

Our security framework consists of advanced technologies and strategies designed to
safeguard consumer information:

e Encryption: Personal information is encrypted both in transit and at rest,
ensuring that data remains secure against interception or unauthorized access.

e Firewalls and Intrusion Detection Systems: We utilize robust firewall
configurations and intrusion detection systems to monitor and defend our
networks from potential threats.

e Access Controls: Strict access controls are implemented, allowing only
authorized personnel to access sensitive personal data. This includes multi-factor
authentication and role-based access policies.

Regular Audits and Assessments

To ensure continued compliance with CCPA data security requirements, Zil Money
conducts:

e Periodic Security Audits: Regular audits are performed to identify
vulnerabilities and assess the effectiveness of our security measures.

e Risk Assessments: Comprehensive risk assessments are conducted to
evaluate potential threats to personal information and implement remedial
measures as necessary.



Incident Response Plan

In the event of a data breach, Zil Money has a well-defined incident response plan,
which includes:

 Immediate Notification: Our policy mandates immediate notification to affected
consumers and relevant authorities in compliance with CCPA regulations.

« Remediation Procedures: Steps to investigate, contain, and mitigate the breach
are promptly executed to minimize impact.

Employee Training

Recognizing that employees are the first line of defense against data breaches, we
provide:

e Ongoing Security Training: Regular training sessions on data protection
practices, emphasizing the importance of safeguarding personal information.

e Phishing and Cybersecurity Awareness: Employees are educated on
recognizing phishing attempts and other cybersecurity threats to prevent
unauthorized disclosures of personal data.

By implementing these comprehensive security measures, Zil Money reaffirms its
commitment to protecting personal information and adhering to the stringent
requirements set forth by the CCPA.

Training and Awareness

Zil Money understands that robust training and awareness programs are crucial for
ensuring compliance with the California Consumer Privacy Act (CCPA) and fostering a
culture of data privacy among employees. Our training initiatives are designed to equip
all staff with essential knowledge about CCPA requirements and the significance of
protecting consumer information.

Comprehensive Training Programs

We have established a series of mandatory training sessions that cover various
aspects of the CCPA, including:

e Understanding Consumer Rights: Employees learn about the rights granted to
consumers under the CCPA, such as the right to know, access, and delete their
personal information.

o Data Handling Procedures: Training emphasizes the correct procedures for
processing consumer requests, ensuring that each employee can efficiently
handle inquiries regarding personal data.

e Security Best Practices: Staff are taught effective methods to safeguard
personal information and prevent data breaches, reinforcing the importance of
their roles in protecting consumer data.



Ongoing Education Initiatives

To ensure continuous adherence to evolving regulations, Zil Money implements
ongoing education initiatives, which include:

« Monthly Refresher Courses: Regular updates on regulatory changes and best
practices in data privacy.

» Workshops and Webinars: Periodic workshops facilitate discussions on real-
world scenarios pertaining to data privacy and security.

» Access to Resources: Employees have access to a dedicated portal containing
materials, FAQs, and other resources focused on CCPA compliance.

Through these training and awareness initiatives, Zil Money aims to empower
employees with the knowledge and skills necessary to maintain our commitment to data
privacy and CCPA compliance.

Information Sharing and Partner Banks

Zil Money recognizes the importance of maintaining robust policies regarding the
sharing of information with partner banks and third parties. Our approach is rooted in full
compliance with the California Consumer Privacy Act (CCPA), ensuring that any shared
data adheres to stringent data protection standards.

Policies on Information Sharing

e Limited Sharing: We share personal information with partner banks only to the
extent necessary for service delivery and operational efficiency. This includes
transaction processing and financial services.

e Third-Party Agreements: Zil Money requires all partners to sign data protection
agreements that outline compliance obligations. These agreements ensure that
shared data is handled securely and in accordance with CCPA regulations.

Compliance with CCPA

Zil Money’s information-sharing practices are designed to respect consumer privacy
rights. Key measures include:

e« Consumer Consent: We acquire explicit consent from consumers before
sharing their personal information, allowing them to understand the scope of data
use.

 Transparency: Our privacy policy clearly outlines the categories of data shared
and the purposes for such sharing, fostering trust among our customers.

Partner Adherence to Standards

To ensure ongoing compliance, Zil Money actively monitors partner banks and third
parties for adherence to data protection standards. This process includes:



e Regular Audits: Conducting audits to verify compliance with privacy practices.

 Continuous Education: Providing partners with training resources to reinforce
the importance of CCPA compliance in their operations.

Through these comprehensive policies, Zil Money reinforces its commitment to data
protection while facilitating necessary information sharing with partner banks.

Conclusion

Zil Money is fully committed to adhering to the California Consumer Privacy Act
(CCPA), prioritizing the protection of consumer privacy and data throughout all
operations. Our compliance efforts demonstrate a rigorous framework that ensures the
safeguarding of personal information while maintaining transparency in our data
handling practices. We have established robust policies and measures, including strict
data collection and sharing protocols, comprehensive security strategies, and ongoing
employee training to protect consumer rights.

Consumer Engagement

We encourage consumers to engage actively with Zil Money regarding their privacy
rights under the CCPA. To establish a clear line of communication, we invite our
customers to:

» Inquire About Their Rights: Reach out to learn more about their rights to
access, delete, and control their personal information.

e  Submit Requests: Utilize our user-friendly platform to submit any requests
regarding their personal data or seek clarification on our policies.

« Provide Feedback: Share experiences and feedback regarding our data
practices, contributing to a culture of openness and improvement.

By fostering open communication and encouraging consumer engagement, Zil Money
solidifies our commitment to exemplary data protection and compliance with the CCPA.



Disclaimer

The information contained in this CCPA Compliance Assessment Report has been
prepared exclusively for Zil Money and is intended solely for the purpose of assessing
the organization’s compliance with the California Consumer Privacy Act (CCPA). This
report is based on the information provided by Zil Money as of the date of the
assessment and should not be considered exhaustive or definitive regarding all aspects
of CCPA compliance.

Limitation of Liability

While every effort has been made to ensure the accuracy and completeness of the
information contained in this report, SM Cyberfence Technologies makes no
representations or warranties of any kind, express or implied, about the completeness,
accuracy, reliability, or suitability of the information provided. Any reliance you place on
such information is strictly at your own risk. SM Cyberfence Technologies will not be
liable for any loss or damage, including without limitation, indirect or consequential loss
or damage, arising from the use of this report.

Scope and Limitations

This assessment is based on the data, documentation, and interviews provided by Zil
Money and is accurate as of the date stated in the report. The results and
recommendations in this document are limited to the scope defined during the
assessment and do not account for changes in technology, legislation, or business
practices that may occur after the report's issuance. The assessment does not
constitute a legal opinion or guarantee of compliance.

Legal and Regulatory Considerations

This report does not constitute legal advice. Organizations are encouraged to seek legal
counsel to ensure full compliance with applicable laws and regulations, including the
CCPA and any other relevant privacy or data protection regulations.

Confidentiality and Distribution

This report contains proprietary and confidential information and is intended solely for
the internal use of Zil Money. Unauthorized disclosure, distribution, or reproduction of
this document, in whole or in part, without prior written permission from SM Cyberfence
Technologies is strictly prohibited.
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Rahul Shétty
Lead Auditor

SM Cyberfence Technologies
January 31, 2025




